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New Metadata Risks & Gaps

The lawyer’s way of working has changed drastically in recent years. With business
taking place increasingly on the go and with significant developments in wireless
technologies and web applications, lawyers are able to serve clients around the globe
from anywhere, anytime. Mobility continues to transform the legal industry and open

new doors for growth, as well as new risks.

Mobile devices have become an integral part of the lawyer’s business practice and
enable the lawyer to work anywhere, not just in the office. Today’s lawyers are
equipped with high-performance Smartphones such as Blackberries, iPhones, Droids,
Palms (and the list goes on) to communicate and do business away from the office and

away from the desk; they use mobile devices to access
e-mail and the web, review and edit documents and
more. What you need to know is these mobile devices
and the broad availability of web applications and
Webmail introduce new and serious metadata risk into
documents—documents that never pass through the
desktop metadata solution.

The metadata risk comes into play because when mobile
devices and web applications are used for reviewing and
editing documents, the desktop metadata solution is
eliminated as part of the workflow, putting the lawyer,
firm and the client at risk—a risk that could put the firm
on the wrong side of a news story or worse. In addition,
the simple act of forwarding an email via a mobile device

As lawyers spend more

time editing and e-mailing

documents on mobile
devices, a very important
security step is being
completely eliminated
from the workflow—the
removal of metadata.

with a document attached will also expose the firm to the risks of metadata.

Example: A lawyer in your firm who represents one of the firm’s top 10 clients—a
leading pharmaceutical company—forwards a document he believes is the final version
to opposing counsel. He reviewed the document on his mobile device and found it
appropriate to forward on to opposing counsel. However, track changes were active in
the document, but not visible on his mobile device. What the lawyer didn’t know was
that track changes revealed critical side effects of one of the client’s drugs referenced
in the document. Because the document did not pass through the desktop and
therefore bypassed the desktop metadata removal solution, tracked changes were not
accepted and were shared with opposing counsel. Fortunately, this is just an example,
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but the likelihood of this scenario happening is high as the gap in metadata protection
widens with the popularity and use of mobile devices, web applications and Webmail.

A similar situation took place in 2004 when Merck revealed removal details in tracked
changes of critical side effects of its later recalled drug, Vioxx, in an internal study
document. The drug details deleted were highly relevant to thousands of multi-million
dollar legal cases. The result was a beleaguered reputation and a $598M legal defense
fund. (MSNBC, Oct. 6, 2004) A mobile device was not the cause of the removal details
being shared, but certainly could have been.

Many firms have worked diligently to implement policies and practices to reduce and
eliminate the risk of metadata exposure. Desktop-based metadata removal is an
integral part of the business practice of the Am Law 200; 95% have desktop-based
metadata removal or “scrubbing” solutions in practice. According to the International
Legal Technology Association’s (ILTA) 2009 Technology Survey, most member firms
have either a commercially available desktop metadata removal tool installed or one
that was created in-house. In this case, the dilemma is that the problem has evolved,
but not the solution.

Lawyers working for firms using desktop-based metadata solutions have become
accustomed to metadata being automatically removed as part of their standard
document workflow. Because they have been protected in the past, they assume this is
still the case, even though the workflow has changed. Little does the lawyer know that
the desktop-based solution and policies in place do NOT address the metadata risks
created by mobile devices, web applications and Webmail. The lawyer is unaware they
completely bypass the policies and practices the firm put into place to protect itself
and its clients.

The desktop metadata solution simply doesn’t provide the protection firms need today.
Mobile devices, web applications and Webmail introduce new metadata risk elements
into documents—documents that never pass through the desktop.

For a list of the various types of metadata, please refer to Appendix A.

Metadata Collateral Damage

Metadata embarrassments have damaged the bottom line and reputations of many
institutions and companies, including the White House, the Pentagon, the British prime
minister’s office and Google to name a few. The following are further examples of
damaging metadata exposure published in the news. If not protected, companies face
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similar exposure risks with increased use of mobile devices, web applications and

Webmail.

Digital Fingerprint in PDF File Exposed Google

In May 2008, Google was
publicly exposed as the
anonymous author of a highly
critical complaint submitted on
the topic of eBay's proposed
plans to mandate the use of
their PayPal payment system.
The submission was posted as a
PDF document on the Australian
Competition and Consumer
Commission website, which
accepted there was a
commercial-in-confidence
reason not to reveal the author’s
identity. The “digital fingerprint”
of the PDF file identified Google
as the author and in addition,
the company’s identity was

Submission to the
Australian Competition and Consumer Commission

Exclusive Dealing Notification N93365
Lodged by eBay International AG
on 11 April 2008

Document Properties g

Description IS«uty] Fonks. | Advanced |

Description
File:' 204481316 1, pdf
Thle!) Microsoft Word - 204481916, 1 ACCC Subrussion by, Googhe re eBay Public /200G
Author:

Graphic: Screen grab of the submission to the ACCC showing
Google as the author of the “anonymous” complaint to the ACCC.

revealed in hidden metadata within the PDF. The metadata was carried forward from
the original Microsoft Word document. (The Sydney Morning Herald, May 30, 2008)

Google did not take measures to conceal its identity and obviously did not use a
desktop metadata solution to remove the metadata included in the document’s

properties, but even with a desktop-based solution, it would not have been protected

had the document been edited and sent via mobile device or Webmail, as these
circumvent the desktop metadata removal solution entirely.
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Information Sealed by Court Order Revealed in Filings against General Electric

In 2007, lawyers involved in a class action sex discrimination case against General
Electric blacked out reams of pages of sensitive information included in numerous
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Using PACER, a simple copy-and-paste function into a
Word document exposes the redacted information behind
the black hoxes in documents from a GE sex discrimination
case.

Image: The Connecticut Law Tribune

briefs to

ensure the

information It is projected that more
was than one billion people will
inaccessible. be using Smartphones by
The filing

documents 2013.

were

uploaded to the electronic federal court filing
system PACER. The sensitive information was
revealed when the black bars covering the
text were copied and pasted into a new Word
document. Information about the inner-
workings of GE's white, male-dominated
management and their alleged discriminatory

practices against women, which was supposed to be sealed by court order, appears
with little technical savvy required. (Law.com, May 28, 2008)

The filing documents uploaded to PACER could have just as easily been e-mailed via
mobile device. If that were the case, the sensitive information still would have been
revealed; as the document’s sensitive information was blacked out, but not removed.
Even if the sensitive information was redacted with track changes and the document e-
mailed via mobile device, it would not have passed through the desktop-based
metadata solution and tracked changes still would have revealed the sensitive

information.

The Risks Introduced with Mobile Devices, Web Applications &

Webmail

Mobile Devices

Mobile devices continue to transform the legal industry and open doors for growth, as
well as new risk. Smartphones are the new laptops and should be treated as the mini
computers they are. Recent developments in mobile devices and applications enable a
user to not only read documents on a mobile device, but edit them as well. There are
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numerous “Apps for that,” including Office Mobile, DocsToGo, Quick Office, Office on
the Go, Mobile Docs, Hyper Office, Mobile Web Docs, Glide Mobile and more. Apple’s
release of the iPad with its larger screen will make it more attractive to edit documents
“while on the road.”

Again, documents are edited, then e-mailed via mobile device, and do not pass
through the desktop and therefore completely bypass the desktop-based metadata
removal or “scrubbing” solution. Metadata is not cleaned or removed per the firm’s
policies and remains in the document, leaving the lawyer, the firm and the client
unprotected.

Not having policies or solutions in place puts a firm at great risk for exposing
unwanted metadata and for avoiding the safe harbor (per the United States’ Federal
Rules of Civil Procedure rule 37f) provided to companies that remove electronically
stored information (ESI) or manage metadata as part of standard business practices in
accordance with automated execution of reasonable policies. (See the next section for
more details on the Federal Rules of Civil Procedure.) The security risks mobile devices
create should not be ignored; they should drive the demand for a solution that covers
all bases: mobile devices, web applications, webmail, netbooks, as well as the desktop.

Survey: In October 2009, 3BView, a global leader in metadata removal across multiple
device types and access methods conducted a survey titled, “Mobile Device Usage and
Document Security.” The survey focused on understanding how mobile devices are
being used in the day-to-day practice of a legal professional. 3BView received 236
survey responses from legal professionals, with more than 50% of respondents
reporting having mobile access to the firm’s documents stored on a centralized system
and 23% via mobile-enabled Document Management
Systems.

Virtually all respondents (98%) use a Smartphone as Only 3% of respondent

their primary mobile device for business purposes, firms have protection for
with Blackberry (65%) leading over iPhone (14%). documents sent or

Ninety percent of the respondent firms with 51+ forwarded via mobile
lawyers have a desktop-based metadata tool in place, device.

which decreases to 58% for smaller firms, but only 3%
of respondent firms have protection for documents
sent or forwarded via e-mail from a mobile device. Given this small number, there is a
significant gap between the perception of mobile device risk and current practice.
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E-Mail

Accessing business e-mail is the most commonly-used function of the mobile device.
Of all 236 survey respondents, 89% access business e-mail from their mobile device
and the vast majority forward e-mails with documents attached.

What is the metadata risk associated with e-mailing documents? Metadata is retained
in full for documents attached to an e-mail and sent externally. This applies both to
documents stored on the Smartphone and those stored within a central business
system, such as a document management system (DMS) that is mobile enabled.
Because documents sent via mobile device are not filtered through the desktop-based
metadata solution before they are sent, the metadata remains intact in each document.

Forwarding an e-mail with an attachment

Of all respondents, 84% readily forward e-mails with attachments from their mobile
device, with 69% doing so on a daily or weekly basis. Again, the risk of forwarding an
e-mail with a document attachment from a mobile device is that this workflow evades
desktop-based metadata removal tool in place on the computer.

Example: A secretary e-mails a document to a lawyer who is about to board a plane.
The lawyer reviews the document on her mobile device and then forwards the e-mail

with the attached document before boarding the
airplane. Any metadata within the originating document
will bypass the desktop metadata solution and will be
exposed to the recipient.

Reviewing & editing, then e-mailing

Not only is the simple act of forwarding attachments via
mobile device risky, but metadata is also fully retained
and sent outside the firm when lawyers review, edit and
send documents via mobile device. Again, metadata is
retained in the documents because the desktop-based
metadata solution is bypassed.

Of the survey respondents, 66% review documents on
their mobile device and 20% edit documents on their
mobile device at least once a week if not every day.

Over half (56%) of survey
respondents have mobile

access to the firm’s

documents stored on a
centralized system with
23% via mobile-enabled
Document Management

Systems.

Additionally, as new model Smartphones are introduced, the storage capacity and
screen size continues to increase. This leads to greater ease in which documents are
reviewed and increases the likelihood that lawyers will make document edits before
sending, either reattached to the original e-mail or via a new e-mail message.
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Example: A secretary e-mails a document to a lawyer who is about to board a plane.
The lawyer spends the entire flight reviewing the document on the Smartphone and
makes necessary modifications. After the plane lands, the lawyer e-mails the updated
document, metadata and all.

Attaching a document to an e-Mail

Mobile access to documents contained within a firm’s enterprise application (such as a
Document or Content Management System) enables the lawyer to review and send
documents via a mobile device. Such access can be provided via a proprietary or in-
house developed interface, and such systems typically come with access control
mechanisms, but do not provide metadata removal protection. Just like forwarding
documents received via e-mail, attaching a document to an e-mail message and
sending it externally bypasses the desktop metadata solution and increases the risk of
exposing unwanted metadata. The risk applies to documents stored on a Smartphone
as well.

Over half of survey respondents (56%) have mobile access to the firm’s documents
stored on a centralized business system with 23% via mobile-enabled Document
Management Systems. Forty-three percent attach documents from a centralized
business system to e-mails sent via mobile device at least once a month and 26% do
this on a daily or weekly basis.

The metadata security risks mobile devices introduce are widening and should not be
ignored; the likelihood of sensitive information being leaked via metadata contained in
a document sent from a mobile device is high. When asked how the risk of document
metadata exposure is viewed for mobile devices compared with desktops, 58%
consider it has the same risk as if documents were sent from a desktop. The remaining
42% surveyed say that, to date, they have not considered the risk of metadata leakage
from documents sent on their mobile device.

It is clear from the statistics that the growing metadata risks are not well known or
acknowledged in the legal industry and the frightening thing is that these new security
risks are not only created by mobile devices and “Apps,” but also by Webmail and web-
based word processor applications such as Google Docs, Zoho Writer beta, ThinkFree,
Glide Write beta and Officewriter.

Webmail and Web-based Applications

Webmail and Web-based Word Processing applications also widen the metadata
security gap because documents created or sent via these technologies also bypass the
desktop-based metadata solution.
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With Webmail, a user has the ability to access their e-mail inbox from any Internet-
connected computer and most mobile devices, as opposed to through a desktop e-
mail client (such as Microsoft Outlook, Mozilla’s Thunderbird or Apple Inc’ Mail).
Popular Webmail providers included Gmail, Yahoo! Mail, Hotmail, AOL and Microsoft,
via Exchange Server. Documents attached to Webmail do not pass through the desktop
and therefore also bypass a desktop-based metadata removal solution in place.
Significant changes to Microsoft’s Webmail are set to be introduced in Microsoft’s
2007 Exchange Server, which will improve its user interface and make it easier to use.
These improvements will inevitably increase usability.

Documents created via web-based Word Processing applications such as Google Docs,
Zoho Writer beta, ThinkFree, Glide Write beta and Officewriter are completely web-
based. Documents are created, shared and stored online and, unless saved to a
computer, they never pass through the desktop-based metadata removal solution.
When these types of documents are shared and e-mailed, all data is shared, including
the metadata.

Metadata Ethics, Rulings & the Implications of the New
Metadata Risks

Over the last decade, there have been a number of varied legal ethics opinions issued
and court rulings regarding the acceptable use of metadata in the legal community
(Appendix B), but none more impactful than the amendments introduced in the United
States’ Federal Rules of Civil Procedure (FRCP) in 2006.

The amended rules, specifically Rules 26 & 34, state that metadata is subject to
discovery. The FRCP rules updated traditional discovery regulations for the modern era
of electronic documents. The amendments do not detail specific requirements for
handling metadata, but communicate the value of corporate policies for the systematic
handling of metadata. The amendments require that organizations consider the impact
of electronic data, including hidden data, associated with documents in each case.

Since ALL metadata is subject to discovery, including that introduced by mobile
devices, web applications and webmail, it is in a firm’s best interest to implement a
comprehensive solution and policies regarding the use and removal of metadata from
all sources (desktops, netbooks, mobile devices, web applications, Webmail, etc.).
Historically, the first generation metadata solution—the desktop-based solution—
coupled with best practices and policies provided sufficient defense, but due to the
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new security risks created by mobile devices, web applications and webmail, it simply
does not provide adequate protection.

Not only do policies and solutions help firms use electronically stored information (ESI)
ethically and lawfully, but a proactive, methodical approach to metadata cleaning is
viewed more positively by the courts than removing all document metadata or
reactively scrubbing metadata in preparation for filing. In addition, FRCP Rule 37(f)
provides a safe harbor for companies that remove ESI or manage metadata as part of
standard business practices in accordance with automated execution of reasonable
policies. If a firm does not remove ESI or manage metadata introduced by mobile
devices, web applications and Webmail, safe harbor is not provided because a standard
business practice is not in place.

New Risks Require a New Solution

Mobile devices, web applications and Webmail create widening metadata gaps and
security risks, which need to be included in metadata risk assessments and security
policies. These growing metadata risks are serious reasons to consider a fail-safe,
server-based metadata solution that protects documents sent from the desktop, the
mobile device and from the cloud.

At the very least, law firms should adopt a multi-faceted approach to address and
mitigate the widening metadata gap:

1. Conduct a practical risk assessment

2. Raise awareness through education of risks and internal communication

3. Develop policies and procedures to meet firm and applicable court guidelines
4

. Adopt the next generation metadata solution to ensure compliance and protection

Step 1: Conduct a Practical Risk Assessment

If you don’t have goals or an automated process, conducting a document risk
assessment can be a very onerous task. Begin by associating levels of risk to your
organization for each of the mobile devices, applications and technologies being used
(Blackberries, iPhones, Webmail, web applications, etc).

Also consider the fact that the number and types of mobile devices and web
applications will only increase as market share and popularity increase. According to
the ‘Mobile Market View’ study published by The Kelsey Group in 2009, no less than
18.9% of mobile consumers in the United States are now using Smartphones, with
49.2% set to purchase a Smartphone within the next two years.
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Assessment will help focus your audit around areas deemed of more immediate
concern based on frequency of use and will help you prioritize next steps according to
those of the highest need.

Next, identify the workflows that create the most risk. Poll your users to learn where
the metadata security risk is greatest and where it is widening.

e Are your users forwarding documents from mobile devices?

e Are they editing documents on the mobile device, and then attaching to external e-
mails?

e What “Apps” are they using to review and edit documents on their Smartphone?

e Are they saving documents to the Smartphone?

e Do they have access to the firm’s DMS or Intranet?

e Are they saving documents to the firm’s extranet?

e Do they have access to Webmail?

e How are they using web applications?

Additionally, work with your internal practice or workgroups to identify high-
profile, high-impact projects where documents must “leave the building,” and
documents that are reused to create ones that will.

Step 2: Raise Awareness through Education, Internal Marketing of

Risks

In advance of formal policies or the introduction of new procedures and ways to
mitigate metadata risk, educate your lawyers, secretaries and document authors.
Deliver a mandatory training session that describes the risks imparted by mobile
devices, web applications and Webmail. Communicate the impact that metadata
exposure can have to the firm and its clients and disclose the findings of your Risk
Assessment (Step 1).

Establish an internal communications vehicle, intranet or help desk hotline to focus on
preventing, identifying and mitigating risks.

Step 3: Develop Policies and Procedures

Remember, document metadata can be good and bad. Develop policies, procedures
and guidelines that clarify the collaboration context, and then provide specific
instructions on what metadata to include and what to clean. In addition, secure a fail-
safe method, such as a server-based solution, to guarantee and automate ultimate
protection.
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Step 4: Adopt a Server-based Solution

Make sure to consider a server-based metadata solution to fill the gaps the first
generation desktop solutions do not. A server-based solution provides a final line of
protection for documents: sent or edited via the laptop, desktop computer, mobile
device and netbook; created and edited in the cloud or with web applications; and for
those saved to extranets. It covers all bases.

Such a solution removes metadata at the server-level, before the document leaves the
firewall and enables both automated and policy-based metadata removal from
documents sent by email, and those contained within Content and Document
Management Systems (CMS and DMS).

Features to look for in a server-based metadata solution:

e Supports a wide service spectrum, including any email client and server (Blackberry,
iPhone, Palm, PDA, netbooks and Webmail).

e Supports multiple document formats, including MS Office, OpenDocument
Format and PDF.

» Provides flexibility with low operational costs—Metadata can be removed
automatically according to centrally set policy rules or manually by the user through
a series of choices.

o Reduce the risk of leakage and ensure a consistent level of compliance to firm
policies.

o Resides on the network and improves the user experience—An automated system
provides a service that is transparent to the user and works reliably, out-of-sight
and on the company network. Removing metadata from documents is a processor-
intensive application for desktop or laptop computers, which can cause problems
and severely degrade employee productivity. Transferring this processing to the
network is especially important for organizations that e-mail large quantities of
documents.

 Integrates easily—A well-documented application programming interface (API)
enables ease of integration into Data Loss Prevention (DLP) and Document and
Content Management Systems.

An automated, server-based system simplifies management overhead and reduces
operational costs and also eliminates the need for user training and technical support.

To begin the first step toward lessening the metadata security gap mobile devices, web
applications and Webmail have introduced, please call Microsystems at 630.598.1100
or e-mail sales@microsystems.com for more information.
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The Microsystems Advantage

Microsystems is uniquely positioned to support the integration of the next generation
of metadata risk solutions. Microsystems offers 3BClean, a server-based metadata
solution, to augment and enhance DocXtools functionality and provide an all-
encompassing second generation metadata solution.

DocXtools is a collection of document assessment, clean-up and restyling software,
services and support that helps document-intensive companies troubleshoot, repair,
automate and standardize their documents.

3BClean is a desktop, mobile or server-based metadata solution that ensures the
firm’s policies are consistently administered regardless of where metadata originates,
(i.e. the desktop, SmartPhone, netbook, Webmail or Web-based application).

The DocXtools Metadata Module front-end provides a solution for cleaning documents
in a DMS or other file system and offers control to the end user to determine the type
of documents to be cleaned as well as the type of metadata to be removed.

Founded in 1995, Microsystems is a global leader in document lifecycle software and
services designed to improve the quality control processes of document-intensive
businesses. The company helps more than 650 client firms and companies increase
document production efficiencies and reduce costs and risk.

Microsystems is based near Chicago in Downers Grove, lllinois. For more information,
visit www.microsystems.com or call 630.598.1100.

3BClean server product is sold under a license for U.S. Patent No. 7,895,276 from Litera Technology LLC.
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Appendix A: Metadata Types

Electronic documents contain two kinds of data—the visible document, or what you see
when a document is printed and the METADATA—hidden information contained in the
document. Metadata (i.e., data additional to the paper appearance of a document) is
rich and fundamental to the functionality of electronic documents. Below are some
unexpected examples of metadata common to everyday document formats.

Microsoft Word
The most common format for document interchange is Microsoft Word. Word has a very rich set of
metadata to support its functionality.

Document Properties Metadata

Built-In Properties  Data such as the author, initials, company name, keywords, etc. Some of
these will be set automatically by the system when saving the document.

Custom Properties Word allows users to add a rich set of custom properties to a document. An
example might be the project that the document is part of. Custom properties
might be required to track the document within a document management

system.
Document Word records the revision number and total editing time for the document,
Statistics as well as the date the document was created, modified and printed.
Document ID Word can create an ID number for a document. This allows documents that

are related to be identified. However, it also allows third parties to determine
if documents are related, and this may be undesirable.

Authors Word automatically saves the names of authors in each document. There is
no way to access this information via Word itself, nor can the feature be
switched off. However, the information is easily retrieved via other
applications such as Notepad and can provide embarrassing information
about who edited the document.

Location Word stores information about its location on disk. This may include server
information. This can reveal information about the IT systems.

Template A document stores a link to its template, revealing information about the
Metadata structure of the IT system.

Review and Edit Tools Metadata

Tracked Changes Changes by each editor can be displayed, together with the editor's name. A
reader may easily reactivate the track changes option and view earlier
versions and comments posted to the document.

Comments Reviewers can add comments to a document, which appear like 'Post-It'
notes. Comments improve collaboration, but must be assessed before release
to third parties.

Automatic Content Generation Metadata

Fields Fields allow for the automatic generation of document content such as page
number and date. However, since their content is different to their
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appearance they contribute towards metadata. Ideally, all fields should be
replaced by their appearance, although this would make the document much
harder to edit.

Collaboration Metadata

Routing Slip

Hyperlinks

The email capabilities built into Word allow for the routing of a document
through multiple readers. This information is contained within the document
itself, revealing the history of the document as well as internal email
addresses.

Hyperlinks link the current document to other documents. As such they may
reveal the presence and location of documents that should remain
confidential.

Save Tool Metadata

Document
Versions

Fast Saves

Document
Variables

A single document can store multiple versions of its content. This reveals the
history of the document. These versions can be created manually or
automatically every time the document is saved. Only the current version
should ever be sent to a third party.

To increase the speed of saving a document, particularly on older computers,
Word can perform ‘fast saves.’ This saves the changes to the document at the
end of the previous version, thus reducing the amount of data that must be
written to disk. However, this means that the data from every version of the
document is available for inspection, even if there is no way to access it via
the Word interface. Fast saves should be turned off for all users of Word
unless they are working in a very resource-constrained environment.

Document variables allow the document to store state between viewings. As
such they are metadata and must be carefully assessed before being sent to a
third party.

User Generated Hidden Text

Hidden Text

White Text / Small
Text

Hidden text can be used to allow one document to have several appearances
or functions by hiding or showing sections of that document. Recipients can
easily view this text, potentially accessing confidential information.

Some users may hide text by changing it to white or making the font very
small. This makes the text invisible on a printed version of a document, but
only avoids casual inspection in an electronic version. In particular, searching
the document or cutting and pasting into another document will reveal the
text.

Add-Ins, Macros, and Embedded Metadata

Smart Tags

Macros

© Copyright 2010

Smart tags are software add-ins that create actions based on items in the
document, such as dates. The action for a date tag might link to the user’s
diary. As such they are appropriate for internal distribution but should not, in
general, be distributed externally.

Macros are small programs embedded in a document. They are a problem for
a number of reasons:

e Security - A bug in a macro or a deliberately malicious macro could
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cause serious damage to the system on which the document is read.

e Intellectual property: Macros are distributed in a form that makes
them easy to copy and redistribute.

e Comments may be present in the macro - The author's name and the
date of creation are added automatically, other comments may be
added manually.

They may contain references to other files, revealing information about the IT
system. The macros may not work if the other files are not present, causing
problems for readers and editors of the document.

Embedded Word can embed other documents within a Word document; for example an

Objects Excel spreadsheet. Each of those documents can contain its own individual
metadata. Such metadata must be dealt with on an application-by-application
basis.

Microsoft Excel
Microsoft Excel shares much of the metadata that Word does in addition to hidden rows, cells, columns,
and embedded data.

Document Properties and Personal Information

Summary Document properties, including information from the Summary, Statistics, and
Statistics, Custom Custom tabs of the Document Properties dialog box reveal metadata about
Tabs and within:

E-mail headers

Routing slips

Send-for-review information

Document server properties

Document Management Policy information

Content type information

User name

Printer path information

Scenario comments

File path for publishing Web pages

Comments for defined names and table names
e Inactive external data connections.

Excel Content Metadata

Comments and Excel edit tools such as Comments and Ink Annotations contain metadata
Annotations

Headers and Information in worksheet headers and footers is metadata and is often
Footers overlooked onscreen.

Hidden Rows, Hidden data, often there to support formulas and other calculations, is
Columns, and considered metadata.

Worksheets

Custom XML Data XML data may be stored within and Excel file, and can contain sensitive
information.
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User Formatted Invisible content, typically user generated, is easily overlooked when sharing
Hidden Content files.

Microsoft PowerPoint

Microsoft PowerPoint is often overlooked when it comes to metadata. However, embarrassing leaks of

information sourced from PowerPoint’s “notes” feature have had newsworthy consequences.

Document Properties and Personal Information

Summary Document properties, including information from the Summary, Statistics, and
Statistics, Custom Custom tabs of the Document Properties dialog box reveal metadata. Refer to
Tabs the Microsoft Word table above, the metadata sources are exactly the same.

PowerPoint Content Metadata

Comments and Excel edit tools such as Comments and Ink Annotations contain metadata
Annotations

Invisible On-Slide

Invisibly formatted objects can be overlooked but easily revealed upon
Content

collaboration.

Off-Slide Content . . . o .
Content or objects that are not immediately visible in a presentation

because they are located outside the slide area, including clip art, text
boxes, graphics, and tables.

Presentation

Notes Ignore at your peril, speaker notes contain important data that the

presenter deliberately does not want to reveal on-slide, but collaboration
opens the door to such metadata.
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PDF

To avoid leakage of information via metadata many individuals have adopted the quick
fix of converting their Microsoft Word and other document types to PDF before sending
or sharing them.

PDF is a format designed to model and provide an “as-printed” representation of the
document. In general, there is no concept of text flow and thus it is a presentation
format rather than an editable format. The widespread assumption is that PDF is
metadata free; this isn't necessarily true.

For example, certain PDF generation tools will, by default, copy the metadata from a
Microsoft Office document to the PDF. Typical the metadata copied includes
information about the author, company, subject and so on.

In addition, ‘tracked changes’ from Word can be accessible in a PDF generated from a
Word document. Here’s how:

o If tracked changes are still visible when you convert to PDF, then, rather obviously,
they will be present in the PDF.

e Less intentionally, however, is if a user has their printing configuration in Word set to
print tracked changes along with the document. Again, the tracked changes would
be visible in the PDF.

It is also possible to embed not only tracked changes, but all original document

metadata in a PDF. Certain PDF generation tools, including those provided with Adobe

Acrobat, allow you to attach files into a PDF document at the time of creation. This

means that the whole of the original file is accessible from the PDF, along with all the

original metadata if not previously removed.

Ensuring that metadata does not transcribe from Word to PDF, can only be effectively
guaranteed when it is automatically removed as part of the PDF generation process.

Below is a summary of metadata risks posed by conversion to, and sharing of, PDF
documents.
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Document Properties and Personal Information

Word-based PDF document properties include title, subject, author, keywords and creation
Properties date. Many PDF conversion tools will populate these with the values from the
Information original document

Edit and Review Metadata

Tracked Changes  Any tracked changes or comments within the original document (that the PDF
and Comments is being created from) should be hidden or removed to ensure that they do not
appear as visible text in the PDF.

Security Metadata

PDF Document
Security
Vulnerabilities

PDF document security can be set to allow for printing, changing the
document, content copying or extraction, authoring comments and form
fields, form field fill in, content accessibility, document assembly and
passwords.
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Appendix B: Legal Ethics Opinions on Metadata

Legal Ethics Opinions Published

e Sept. 2009-Vermont Opinion 2009-1: Citing the “virtually unanimous” view on the
topic among other bar association, Vermont “agrees that based upon the language of
the Vermont Rules of Professional Conduct, a lawyer has a duty to exercise
reasonable care to ensure that confidential information protected by the attorney
client privilege is not disclosed. This duty extends to all forms of information
handled by an attorney; including documents transmitted to opposing counsel
electronically that may contain metadata embedded in the electronic file.” Further
“the Vermont Bar Association Professional Responsibility Section finds nothing to
compel the conclusion that a lawyer who receives an electronic file from opposing
counsel would be ethically prohibited from reviewing that file using any available
tools to expose the file’s content, including metadata.” The Section suggests that
such a rule would limit “the ability of a lawyer diligently and thoroughly to analyze
material received from opposing counsel.

e 2009-Pennsylvania Opinion 2009-100: The Pennsylvania Rules of Professional
Conduct require that the responsibility of keeping client confidences is primarily that

of the sending attorney and thus the transmitting attorney has a duty of reasonable
care to remove unwanted metadata from electronic documents before sending them
to a third party.

e May 2008—Colorado Bar Association, Ethics Committee Opinion 119: A supervising
lawyer has a duty to make reasonable efforts to make sure that the lawyer’s firm has

appropriate technology and systems in place so that subordinate lawyers and
nonlawyer assistants can control transmission of metadata. A Sending Lawyer may
not limit the duty to exercise reasonable care in preventing the transmission of
metadata that contain Confidential Information by remaining ignorant of technology
relating to metadata or failing to obtain competent computer support. The duty to
provide competent representation requires a lawyer to ensure that he or she is
reasonably informed about the types of metadata that may be included in an
electronic document or file and the steps that can be taken to remove metadata.

e Sept. 2007—District of Columbia Bar Opinion 341: Lawyers transmitting documents

have an obligation under Washington, D.C. rules “to take reasonable steps to
maintain the confidentiality of the documents in their possession,” which “includes
take care to avoid providing electronic documents that inadvertently contain
accessible information that is either a confidence or a secret and to employ
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reasonably available technical means to remove such metadata before sending the
document.”

March 2007—Alabama Bar Ethics Opinion 2007-02: “The Commission believes that
an attorney has an ethical duty to exercise reasonable care when transmitting
electronic documents to ensure that he or she does not disclose his or her client’s
secrets and confidences... Just as a sending lawyer has an ethical obligation to
reasonably protect the confidences of a client, the receiving lawyer also has an
ethical obligation to refrain from mining an electronic document...The unauthorized
mining of metadata by an attorney to uncover confidential information would be a
violation of the Alabama Rules of Professional Conduct.”

Oct. 2006—Maryland Bar Ethics Docket 2007-09: “Subject to any legal standards or
requirements (case law, statutes, rules of procedure, administrative rules, etc.), this
Committee believes that there is no ethical violation if the recipient attorney (or
those working under the attorney’s direction) reviews or makes use of the metadata
without first ascertaining whether the sender intended to include such metadata.”
Sept. 2006—Florida Ethics Opinion 06-2: “A lawyer who is sending an electronic

document should take care to ensure the confidentiality of all information contained
in the document, including metadata.” But they also determined, in accordance with
the opinion of the Florida Bar Board of Governors, that a recipient lawyer should not
examine a document for metadata.

Aug. 2006-—America Bar Association Formal Opinion 06-442: “The Model Rules of
Professional Conduct do not contain any specific prohibition against a lawyer’s
reviewing and using embedded information in electronic documents, whether
received from opposing counsel, an adverse party, or an agent of an adverse party. A
lawyer who is concerned about the possibility of sending, producing, or providing to
opposing counsel a document that contains or might contain metadata, or who
wishes to take some action to reduce or remove the potentially harmful
consequences of its dissemination, may be able to limit the likelihood of its
transmission by ‘scrubbing’ metadata from documents or by sending a different
version of the document without the embedded information.”

Dec. 2004—New York State Bar Opinion 782: With regard specifically to metadata,
the New York State Bar Association Committee on Professional Ethics concluded its

opinion by stating that “lawyers have a duty under DR 4-101 to use reasonable care
when transmitting documents by e-mail to prevent the disclosure of metadata
containing client confidences or secrets.”
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